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POLICY AGGREGATE LIMIT OF LIABILITY CLAUSE

ATTACHING TO N/A
POLICY NUMBER:

THE INSURED: Marshall County
WITH EFFECT FROM: -

It is understood and agreed that the following is added to the
Declarations page:

AGGREGATE LIMIT OF LIABILITY FOR ALL INSURING CLAUSES

COMBINED
Aggregate limit of USD1,000,000 in the aggregate,
liability: including costs and

expenses

It is further understood and agreed that the following amendments are
made to "HOW MUCH WE WILL PAY":

1. The first paragraph of the “YOUR MAXIMUM LIMITS UNDER THIS
POLICY" part is deleted in its entirety and replaced with the
following:

The maximum amount payable by us under this Policy for any one
claim or series of related claims is the policy limit.

2. The narrative in the “YOUR MAXIMUM LIMIT FOR RELATED
INCIDENTS" part is deleted in its entirety and replaced with the
following:

Where more than one claim arises from the same original cause or
single source or event, all of those claims will be deemed to be one
claim and only one policy limit will apply in respect of that claim.

In the event that cover is provided under multiple Insuring Clauses
or multiple Sections for any one claim, only one policy limit will apply
in total for that claim.

3. The final paragraph in the “YOUR AGGREGATE LIMIT FOR LIABILITY
CLAIMS" part is deleted in its entirety and replaced with the
following:

If costs and expenses are stated in the Declarations pageto be in
addition to the policy limit, or if the operation of local laws require
costs and expenses to be paid in addition to the policy limit, and if a
damages payment in excess of the policy limit has to be made to
dispose of any claim, our liability for costs and expenses will be in the
same proportion as the policy limit bears to the total amount of the
damages payment.

It is further understood and agreed that the following amendments are
made to this Policy:

b. The DEFINITION of “Incident response limit” is deleted in its entirety.



¢. The third paragraph of the "Agreement to pay claims (duty to
defend)” CONDITION is deleted in its entirety and replaced with the
following:

We will endeavor to settle any claim through negotiation, mediation
or some other form of alternative dispute resolution and will pay on
your behalf the amount we agree with the claimant. If we cannot
settle using these means, we will pay the amount which you are
found liable to pay either in court or through arbitration
proceedings, subject always to the policy limit.

d. Parta. of the "Continuous cover” CONDITION is deleted in its entirety
and replaced with the following:

c. the indemnity will be subject to the applicable limit of
liability of the earlier Policy under which the matter should

have been reported or the policy limit, whichever is the
lower;

SUBJECT OTHERWISE TO THE TERMS AND CONDITIONS OF THE
PoLICY
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Jester Insurance Services, Inc.
Annette Blasberg

303 Watson Powell Jr Way
Des Moines, IA 50309

1100 Walnut Street, Suite 3200
Kansas City, MO 64106
Ph: (816) 842-8222
www.rtspecialty.com

QUOTATION SUMMARY

FROM: Tiffany Dooley for Dwayne Saucier

22410835C

Outlined below is a summary of the attached quotation obtained for the above noted Insured. The full quote terms,
conditions, limitations and exclusions can be found on the attached quote. Please pay special attention to those
items found on the quote, and note that in the event of any discrepancies between the information found on this
summary and the quote itself, the quote supersedes our summary. As the broker with the direct relationship with
the Insured, it is your responsibility to carefully review with the Insured all of the terms, conditions, limitations and
exclusions in the quote, and to specifically reconcile with the Insured any differences between those quoted and
those you requested. RT Specialty expressly disclaims any responsibility for any failure on your part to review or
reconcile any such differences with the Insured.

NAMED INSURED:

PRIMARY RISK ADDRESS:

COVERAGE:

INSURER:

POLICY TERM:

ESTIMATED POLICY PREMIUM:
OPTIONAL TRIA:

FEES:

ESTIMATED SURPLUS LINES TAX:

TOTAL:

Marshali County
1 E. Main St.
Marshalltown, I1A 50158

1 E. Main St.
Marshalltown, IA 50158

Network Security / Privacy Liability Full Program
Underwriters at Lloyd's (Non-Admitted) - Non-Admitted

10/1/2022 - 10/1/2023

$16,750.00

NOT APPLICABLE
Policy Fee - Carrier $500.00
TOTAL FEES: $500.00
Surplus Lines Tax $172.50
TOTAL TAXES: $172.50

$17,422.50
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SPECIAL CONDITIONS / OTHER COVERAGES:

NO FLAT CANCELLATIONS
ALL FEES ARE FULLY EARNED AT INCEPTION

For RT Specialty to file the surplus lines taxes on your behalf, please complete the surplus lines tax document (per
the applicable state requirements) and return with your request to bind. Due to state regulations, RT Specialty
requires tax documents to be completed within 24 to 48 hours of binding. Please be diligent in returning tax forms.
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HOME STATE FOR NON-ADMITTED RISKS

Taxes and governmental fees are estimates and subject to change based upon current rates of the Home State and
risk information available at the date of binding. The Home State of the Insured for a non-admitted risk shall be
determined in accordance with the Nonadmitted and Reinsurance Act of 2010, 15. U.S.C §8201, etc. ("NRRA").
Some states require the producing broker to submit a written verification of the insured's Home State for our records.
The applicable law (if any) of the Home State governing canceliation or non-renewal of non-admitted insurance,
including whether any such laws apply to non-admitted risks, shall apply to this Policy.

BINDING INSTRUCTIONS
We will only bind coverage in writing after we receive a written request from you to bind coverage. If coverage is
requested, the following items must be submitted:
There are subjectivities that:
e must be complied with or resolved before the contract becomes binding
* apply both before or after inception, compliance with which is a condition of all or part of the coverage;
and
* apply after the formation of the contract as conditions of continued coverage.

Failure to provide or comply with these subjectivities might results in a refusal to bind or canceliation of coverage, at
the insurer's option. Please note that this is a quote only, and the Insurer reserves the right to amend or withdraw
the quote if new, corrected or updated information is received. You must notify us of any material change in the risk
exposure occurring after submission of the application. If the Insurer binds the risk following your written request, the
terms of the policy currently in use by the Insurer will supersede the quote.

Any amendments to coverage must be specifically requested in writing or by submitting a policy change request
form and then approved by the Insurer. Coverage cannot be affected, amended, extended or altered through the
issuance of certificates of insurance. Underlying Insurers must be rated A- VIl or better by A.M. Best.

This quote summary, the quote, the fees quoted and our advice, is confidential. This quote summary and the quote constitutes
the entire understanding and supersedes any and all agreements and communications respecting the insurance offered. If you
need further information about the quote, our fee or the Insurer that is proposing to provide your insurance, please contact us.
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INDICATION OF TERMS

REFERENCE NUMBER:
COMPANY NAME:
TOTAL PAYABLE:
Premium breakdown:
Cyber & Privacy:
Cyber Crime:
Policy Administration Fee:
TRIA:
BUSINESS OPERATIONS:
LEGAL ACTION:
TERRITORIAL SCOPE:
REPUTATIONAL HARM PERIOD:
INDEMNITY PERIOD:
WAITING PERIOD:
WORDING:
ENDORSEMENTS:

SUBIJECTIVITIES:

POLICY PERIOD:
DATE OF ISSUE:

OPTIONAL EXTENDED REPORTING
PERIOD:

SECURITY:
UNDERWRITER:

2943335
Marshall County
USD17,250.00

USD14,000.00
USD2,750.00
USD500.00
UsDO0.00
Municipality
Worldwide
Worldwide

12 months

12 months

8 hours
Cyber, Private Enterprise (US) v3.0

RT Special Amendatory Clause

Policyholder Disclosure Notice Of Terrorism Insurance
Coverage

Policy Aggregate Limit of Liability Clause

2020 United States Presidential Election Exclusion
Clause

This quote is subject to the following being provided by
the stated deadline:

1. Satisfactory confirmation that you have
downloaded & registered our incident response
mobile app, details of which can be found with
your policy documents. (30 days post binding)

2. Signed version of the application form submitted,
dated within 30 days of the required inception
date. (14 days post binding)

12 months
12 Sep 2022

12 months for 100% of applicable annualized premium

Certain underwriters at Lloyd's and other insurers

Tom Ward



THIS INDICATION OF TERMS IS ONLY VALID FOR 30 DAYS FROM THE DATE OF ISSUE

PLEASE REFER TO THE FOLLOWING PAGES FOR A FULL BREAKDOWN OF LIMITS,
RETENTIONS AND APPLICABLE CLAUSES
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THE FOLLOWING INSURING CLAUSES ARE SUBJECT TO AN EACH AND EVERY CLAIM
LIMIT

INSURING CLAUSE 1: CYBER INCIDENT RESPONSE
SECTION A: INCIDENT RESPONSE COSTS

Limit of liability: USD1,000,000 each and every claim

Deductible: usbo each and every claim

SECTION B: LEGAL AND REGULATORY COSTS
Limit of liability: UsD1,000,000 each and every claim

Deductible: UsD?25,000 each and every claim

SECTION C:{T SECURITY AND FORENSIC COSTS
Limit of liability: UsD1,000,000 each and every claim

Deductible: USD25,000 each and every claim

SECTION D: CRISIS COMMUNICATION COSTS
Limit of liability: USsD1,000,000 each and every claim

Deductible: UsSD25,000 each and every claim

SECTION E: PRIVACY BREACH MANAGEMENT COSTS
Limit of liability: UsD1,000,000 each and every claim

Deductible: UsD25,000 each and every claim

SECTION F: THIRD PARTY PRIVACY BREACH MANAGEMENT COSTS
Limit of liability: USsD1,000,000 each and every claim

Deductible: UsSD25,000 each and every claim

£2019 CFC Underwriting Ltdd, All Rights Reserved
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SECTION G: POST BREACH REMEDIATION COSTS
Limit of liability: USD50,000

Deductible: usDo

INSURING CLAUSE 2: CYBER CRIME
SECTION A: FUNDS TRANSFER FRAUD

Limit of liability: USD250,000

Deductible: UsD25,000

SECTION B: THEFT OF FUNDS HELD IN ESCROW

Limit of liability: UsD250,000

Deductible: UsD25,000

SECTION C: THEFT OF PERSONAL FUNDS

Limit of liability: usDb250,000

Deductible: UsD25,000

SECTION D: EXTORTION

Limit of liability: USD1,000,000

Deductible: USD25,000

SECTION E: CORPORATE IDENTITY THEFT

Limit of liability: USD250,000

Deductible: UsD25,000

SECTION F: TELEPHONE HACKING

Limit of liability: UsD250,000

Deductible: UsD25,000

each and every claim, subject to a
maximum of 10% of all sums we have
paid as a direct result of the cyber event

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim

each and every claim



SECTION G: PUSH PAYMENT FRAUD
Limit of liability: USD50,000

Deductible: UsD25,000

each and every claim

each and every claim

SECTION H: UNAUTHORIZED USE OF COMPUTER RESOURCES

Limit of liability: usDbD250,000

Deductible: uUsD25,000

each and every claim

each and every claim

INSURING CLAUSE 3: SYSTEM DAMAGE AND BUSINESS INTERRUPTION
SECTION A: SYSTEM DAMAGE AND RECTIFICATION COSTS

Limit of liability:

Deductible: USD25,000

SECTION B: INCOME LOSS AND EXTRA EXPENSE

Limit of liability:

Deductible: UsD25,000

SECTION C: ADDITIONAL EXTRA EXPENSE
Limit of liability: UsD100,000

Deductible: USD25,000

SECTION D: DEPENDENT BUSINESS INTERRUPTION

Limit of liability:

Deductible: USD25,000

SECTION E: CONSEQUENTIAL REPUTATIONAL HARM

Limit of liability:

Deductible: usD25,000

USD1,000,000

UsD1,000,000

UsSD1,000,000

UsSD1,000,000

each and every claim

each and every claim

each and every claim, sub-limited to
USD1,000,000 in respect of system failure

each and every claim

each and every claim

each and every claim

each and every claim, sub-limited to
USD1,000,000 in respect of system failure

each and every claim

each and every claim

each and every claim
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SECTION F: CLAIM PREPARATION COSTS

Limit of liability: usD25,000

Deductible: Usbo

SECTION G: HARDWARE REPLACEMENT COSTS

Limit of liability: UsD1,000,000

Deductible: UsD25,000

each and every claim

each and every claim

each and every claim

each and every claim

THE FOLLOWING INSURING CLAUSES ARE SUBJECT TO AN AGGREGATE LIMIT
INSURING CLAUSE 4: NETWORK SECURITY & PRIVACY LIABILITY

SECTION A: NETWORK SECURITY LIABILITY
Aggregate limit of liability:  USD1,000,000

Deductible: UsD25,000

SECTION B: PRIVACY LIABILITY
Aggregate limit of liability:  USD1,000,000

Deductible: USD25,000

SECTION C: MANAGEMENT LIABILITY
Aggregate limit of liability:  USD1,000,000

Deductible: UsD25,000

SECTION D: REGULATORY FINES
Aggregate limit of liability:  USD1,000,000

Deductible: usD25,000

in the aggregate, including costs and
expenses

each and every claim, including costs and
expenses

in the aggregate, including costs and
expenses

each and every claim, including costs and
expenses

in the aggregate, including costs and
expenses

each and every claim, including costs and
expenses

in the aggregate, including costs and
expenses

each and every claim, including costs and
expenses

SECTION E: PCI FINES, PENALTIES AND ASSESSMENTS

Aggregate limit of liability:  USD1,000,000

Deductible: USD25,000

in the aggregate, including costs and
expenses

each and every claim, including costs and
expenses
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INSURING CLAUSE 5: MEDIA LIABILITY
SECTION A: DEFAMATION

Aggregate limit of liability:  USD1,000,000 in the aggregate, including costs and
expenses

Deductible: UsD25,000 each and every claim, including costs and
expenses

SECTION B: INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT

Aggregate limit of liability:  USD1,000,000 in the aggregate, including costs and
expenses

Deductible: UsD25,000 each and every claim, including costs and
expenses

INSURING CLAUSE 6: TECHNOLOGY ERRORS AND OMISSIONS

NO COVER GIVEN

INSURING CLAUSE 7: COURT ATTENDANCE COSTS
Aggregate limit of liability:  USD100,000 in the aggregate

Deductible: UsDo each and every claim



@ cfc
RT SPECIAL AMENDATORY CLAUSE

ATTACHING TO N/A
POLICY NUMBER;

THE INSURED: Marshall County
WITH EFFECT FROM: -

It is understood and agreed that the following SECTION is added to
INSURING CLAUSE 4 in the Declarations page:

SECTION F: CONTINGENT BODILY INJURY

Aggregate limit of UsSD100,000 in the aggregate, including

liability: costs and expenses

Deductible: UsD25,000 each and every claim,
including costs and
expenses

It is further understood and agreed that the following amendments are
made to this Policy:

1. INSURING CLAUSE 1 (SECTION D only) is deleted in its entirety and
replaced with the following:

SECTION D: CRISIS MANAGEMENT COSTS

We agree to pay on your behalf any reasonable sums necessarily
incurred by you, or on your behalf, as a direct result of a cyber event
or system failure first discovered by you during the period of the
policy to:

a. engage with a crisis communications consultant to obtain
specific advice in direct relation to the cyber event or system
failure,

b. coordinate media relations in response to the cyber event or
system failure;

c. receive training for relevant spokespeople with respect to
media communications in direct relation to the cyber event
or system failure; and

d. formulate a crisis communications plan in order to reduce
damage to your brand and reputation as a direct result of
the cyber event or system failure.

2. INSURING CLAUSE 2 (SECTION D only) is deleted in entirety and
replaced with the following:

SECTION D: EXTORTION

We agree to reimburse you for any ransom, including costs
associated with securing funds or digital currencies, paid by you, or
on your behalf, in response to an extortion demand first discovered
by you during the period of the policy as a direct result of any threat
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to:

a. introduce malware, or the actual introduction of malware,
including Ransomware, into your computer systems;

b. prevent or not return access to your computer systems or
data or any third party systems hosting your applications or
data;

c. reveal your confidential information or confidential
information entrusted to you; or

d. damage your brand or reputation by posting false or
misleading comments about you on social media sites.

The last sentence of INSURING CLAUSE 3 (SECTION F only) is deleted
in its entirety and replaced with the following:

We will only pay these costs where they are incurred with an
independent expert appointed by the cyber incident manager that is
agreed between you and us.

The following SECTION is added to INSURING CLAUSE 4:

SECTION F: CONTINGENT BODILY INJURY

We agree to pay on your behalf all sums which you become legally
obliged to pay (including liability for claimants' costs and expenses)
as a result of any claim arising out of any bodily injury as a direct
result of a cyber event affecting your computer systems first
discovered by you during the period of the policy.

We will also pay costs and expenses on your behalf.

However, we will not make any payment under this Section for
which you are entitled to indemnity under any other insurance,
except for any additional sum which is payable over and above the
other insurance.

The following paragraph is added to INSURING CLAUSE 4 (SECTION
D only):

The insurability of the fines and penalties will be determined in
accordance with the most favorable State law.
The following DEFINITION is added:

"Bodily injury” means

death, bodily injury, mental injury, iliness or disease.
The “Senior executive officer” DEFINITION is deleted in its entirety
and replaced with the following:

"Senior executive officer” means

the chief executive officer, chief finance officer, chief information
officer, chief information security officer, general counsel and chief
risk manager of the company, including any individual performing
the functional equivalents of these positions in the company.

Where "10%" is stated in the “Associated companies” EXCLUSION, it is
deleted in its entirety and replaced with “25%".

The "Bodily injury and property damage” EXCLUSION is deleted in its
entirety and replaced with the following:
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13.

arising directly or indirectly out of:

a. bodily injury; or
b. tangible property damage.

However, part a. of this Exclusion will not apply to:

a. INSURING CLAUSES 4 (SECTIONS A, B and C only) and 5 for
any claim as a direct result of mental injury or emotional
distress; and

b. INSURING CLAUSE 4 {SECTION F only).

The “Uninsurable fines” EXCLUSION is deleted in its entirety and
replaced with the following:

Uninsurable fines

for:

a. fines, penalties, civil or criminal sanctions, unless insurable by
law; or
b. multiple, punitive or exemplary damages, unless insurable
by law in any applicable venue that most favors coverage for
the multiple, punitive or exemplary damages.
Part b. of the "What you must do if an incident takes place”
CONDITION is deleted in its entirety and replaced with the following:

b. in respect of INSURING CLAUSE 2 (SECTIONS A, B and C
only), report the incident to the appropriate law enforcement
authorities if necessary; and

The last paragraph of the “Agreement to pay claims (duty to defend)”
CONDITION is deleted in its entirety and replaced with the following:

We will not settle any claim without your consent. If you refuse to
provide your consent to a settlement recommended by us and elect
to continue legal proceedings in connection with the claim, our
liability for the claim will not exceed the amount for which the claim
could have been settled, plus:

a. 80% of any costs and expenses incurred after the date the
settlement was recommended by us; and

b. 80% of that part of any sum you become legally obliged to
pay in excess of the settlement amount recommended by
us.

We will have no responsibility to pay the remaining 20% of the costs
and expenses and that part of any sum you become legally obliged
to pay as stated in a. and b. above.

The first paragraph of the “Cancelation” CONDITION is deleted in its
entirety and replaced with the foliowing:

This Policy may be canceled:

a. at any time upon written request by you; or
b. with 60 days written notice by us.



@ cfc

SUBJECT OTHERWISE TO THE TERMS AND CONDITIONS OF THE
POLICY
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POLICYHOLDER DISCLOSURE NOTICE OF TERRORISM INSURANCE COVERAGE

ATTACHING TO N/A
POLICY NUMBER:

THE INSURED: Marshall County
WITH EFFECT FROM: -

Coverage for acts of terrorism is included in your policy. You are hereby
notified that under the Terrorism Risk Insurance Act, as amended in
2015, the definition of act of terrorism has changed. As defined in
Section 102(1) of the Act: The term “act of terrorism” means any act or
acts that are certified by the Secretary of the Treasury—in consultation
with the Secretary of Homeland Security, and the Attorney General of
the United States—to be an act of terrorism; to be a violent act or an act
that is dangerous to human life, property, or infrastructure; to have
resulted in damage within the United States, or outside the United
States in the case of certain air carriers or vessels or the premises of a
United States mission; and to have been committed by an individual or
individuals as part of an effort to coerce the civilian population of the
United States or to influence the policy or affect the conduct of the
United States Government by coercion.

Under your coverage, any losses resulting from certified acts of
terrorism may be partially reimbursed by the United States Government
under a formula established by the Terrorism Risk Insurance Act, as
amended. However, your policy may contain other exclusions which
might affect your coverage, such as an exclusion for nuclear events.
Under the formula, the United States Government generally reimburses
85% through 2015; 84% beginning on January 1, 2016; 83% beginning on
January 1, 2017; 82% beginning on January 1, 2018; 81% beginning on
January 1, 2019 and 80% beginning on January 1, 2020, of covered
terrorism losses exceeding the statutorily established deductible paid
by the insurance company providing the coverage.

The Terrorism Risk Insurance Act, as amended, contains a $100 billion
cap that limits U.S. Government reimbursement as well as insurers'
liability for losses resulting from certified acts of terrorism when the
amount of such losses exceeds $100 billion in any one calendar year. If
the aggregate insured losses for all insurers exceed $100 billion, your
coverage may be reduced.

The portion of your annual premium that is attributable to coverage for
acts of terrorism is USD0.00 and does not include any charges for the
portion of losses covered by the United States government under the
Act.

SUBJECT OTHERWISE TO THE TERMS AND CONDITIONS OF THE
POLICY



2020 UNITED STATES PRESIDENTIAL ELECTION EXCLUSION CLAUSE

ATTACHING TO N/A
POLICY NUMBER:

THE INSURED: Marshall County
WITH EFFECT FROM: -

It is understood and agreed that the following EXCLUSION is added to
the EXCLUSIONS RELATING TO ALL INSURING CLAUSES:

2020 United States presidential election

arising directly or indirectly out of any actual or alleged interference, or
attempted interference, with the 2020 United States presidential
election that results in any:

3. tampering with or impairment of, the function of electronic ballot
boxes, voting machines, election management systems or online
voting sites;

4. re-running or re-counting of any election; or

5. contested election result.

SUBJECT OTHERWISE TO THE TERMS AND CONDITIONS OF THE
POLICY
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PREAMBLE

IMPORTANT: COVERAGE TRIGGERS. It is important for you to review this Policy carefully as the

trigger for coverage, including when you must notify us of a claim, under each Section and
Insuring Clause may differ.

This Policy is a contract of insurance between you and us. Your Policy contains all the details of
the cover that we provide. This Policy consists of and must be read together with the
Declarations page and any Endorsements. This Policy is not complete unless it is signed and a
Declarations page is attached.

The sections of this Policy are identified by the biue lines across the page with white upper case
print, these are for information purposes only and do not form part of the cover given by this
Policy. Terms in bold upper case print are references to specific Insuring Clauses, Sections or
Conditions. Other terms in bold lower case print are defined terms and have a special meaning
as set forth in the Definitions section and elsewhere. Words stated in the singular will include the

plural and vice versa.

In consideration of the premium and in reliance upon the information that you have provided to

us prior to the commencement of this insurance, we agree to provide the cover as set out below:

INSURING CLAUSES

INSURING CLAUSE 1: CYBER INCIDENT RESPONSE
SECTION A: INCIDENT RESPONSE COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your
behalf, as a direct result of a cyber event first discovered by you during the period of the policy to:

a. gain access to our 24/7 cyber incident response line;

b. engage with our cyber incident manager who will coordinate the initial response;

¢. obtain initial advice and consultancy from our cyber incident manager, including threat
intelligence in relation to the cyber event; and

d. obtain initial remote support and assistance from our cyber incident manager to respond
to the cyber event.

SECTION B: LEGAL AND REGULATORY COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your
behalf, as a direct result of a cyber event first discovered by you during the period of the policy to:

a. obtain legal advice to determine the correct course of action:
b. draft privacy breach notification letters, substitute notices, website notices or e-mail
notification templates;

Cyber, Private Enterprise v3.0
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c. notify any appropriate governmental, regulatory, law enforcement, professional or
statutory body;

d. respond to any regulatory investigation; and

e. defend any regulatory action.

SECTION C: IT SECURITY AND FORENSIC COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your
behalf, as a direct result of a cyber event first discovered by you during the period of the policy to:

a. engage with an external IT security consultant to identify the source and scope of the
cyber event;

b. obtain initial advice to remediate the impact of the cyber event;

c. conduct a forensic investigation of your computer systems where reasonable and
necessary or as required by law or a regulatory body (including a reqguirement for a PClI
Forensic Investigator);

d. contain and remove any malware discovered on your computer systems; and

e. engage with an IT security consultant to provide expert witness testimony at any trial or
hearing arising from the cyber event.

SECTION D: CRISIS COMMUNICATION COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your

behalf, as a direct result of a cyber event first discovered by you during the period of the policy to:

a. engage with a crisis communications consultant to obtain specific advice in direct
relation to the cyber event;

b. coordinate media relations in response to the cyber event;

c. receive training for relevant spokespeople with respect to media communications in
direct relation to the cyber event; and

d. formulate a crisis communications plan in order to reduce damage to your brand and

reputation as a direct result of the cyber event.

SECTION E: PRIVACY BREACH MANAGEMENT COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your
behalf, as a direct result of a cyber event first discovered during the period of the policy to:

a. print and post appropriate notices for any individual affected by the actual or suspected
cyber event or to send e-mail notices or issue substitute notices;

b. provide credit monitoring services, identity monitoring services, identity restoration
services or identity theft insurance to affected individuals;

c. set up a call center to manage inbound and outbound calls in direct relation to the cyber
event; and

d. provide translation services to manage communications with affected individuals.

Cyber, Private Enterprise v3.C



SECTION F: THIRD PARTY PRIVACY BREACH MANAGEMENT COSTS

We agree to pay on behalf of any third party any reasonable sums necessarily incurred as a direct
result of a cyber event first discovered by you during the period of the policy to:

a. print and post appropriate notices for any individual affected by the actual or suspected
cyber event or to send e-mail notices or issue substitute notices;

b. provide credit monitoring services, identity monitoring services, identity restoration
services or identity theft insurance to affected individuals;

c. set up a call center to manage inbound and outbound calls in direct relation to the cyber
event; and

d. provide translation services to manage communications with affected individuals;

provided that you have contractually indemnified the third party against this cyber event and
they have a legal obligation to notify affected individuals.

SECTION G: POST BREACH REMEDIATION COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your
behalf, with our cyber incident manager following a cyber event covered under INSURING
CLAUSE 1 (SECTIONS A, B, C, D, E and F only) for the following services in order to mitigate the
potential of a future cyber event:

a. complete an information security risk assessment;
b. conduct an information security gap analysis;
c. develop an information security document set; and

d. deliver an information security awareness training session.

INSURING CLAUSE 2: CYBER CRIME
SECTION A: FUNDS TRANSFER FRAUD

We agree to reimburse you for loss first discovered by you during the period of the policy as a
direct result of any third party committing:

a. any unauthorized electronic transfer of funds from your bank;

b. theft of money or other financial assets from your bank by electronic means;

c. theft of money or other financial assets from your corporate credit cards by electronic
means; or

d. any phishing, vishing or other social engineering attack against any employee or senior
executive officer that results in the transfer of your funds to an unintended third party.

SECTION B: THEFT OF FUNDS HELD IN ESCROW

We agree to reimburse you for loss (including compensation you are required to pay) first
discovered by you during the period of the policy as a direct result of you having to reimburse
any third party for theft, committed by a third party by electronic means, of their money or other
financial assets from a bank account held by you on their behalf.
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SECTION C: THEFT OF PERSONAL FUNDS

We agree to reimburse any senior executive officer for personal financial loss first discovered by
them during the period of the policy as a direct result of any third party compromising the
company's network security which results in:

a. theft of money or other financial assets from a personal bank account of the senior
executive officer; or

b. identity theft of the senior executive officer as a result of a privacy breach suffered by you.

SECTION D: EXTORTION

We agree to reimburse you for any ransom paid by you, or on your behalf, in response to an
extortion demand first discovered by you during the period of the policy as a direct result of any
threat to:

a. introduce malware, or the actual introduction of malware, including Ransomware, into
your computer systems;

b. prevent access to your computer systems or data or any third party systems hosting your
applications or data;

c. reveal your confidential information or confidential information entrusted to you; or

d. damage your brand or reputation by posting false or misleading comments about you on
social media sites.

SECTION E: CORPORATE IDENTITY THEFT

We agree to reimburse you for loss first discovered by you during the period of the policy arising
as a direct result of the fraudulent use or misuse of your electronic identity including the
establishment of credit in your name, the electronic signing of any contract, the creation of any
website designed to impersonate you or the reliance by any third party on a fraudulent version of
your digital identity.

SECTION F: TELEPHONE HACKING

We agree to reimburse you for loss first discovered by you during the period of the policy as a
direct result of your telephone system being hacked by a third party including the cost of
unauthorized calls or unauthorized use of your bandwidth.

SECTION G: PUSH PAYMENT FRAUD

We agree to reimburse you in the event of fraudulent electronic communications or websites
designed to impersonate you or any of your products first discovered by you during the period of
the policy, for:

a. the cost of creating and issuing a specific press release or establishing a specific website
to advise your customers and prospective customers of the fraudulent communications;
and

Cybear, Private Enterprise v3.0



. cfc

b. the cost of reimbursing your existing customers for their financial loss arising directly
from the fraudulent communications, including fraudulent invoices manipulated to
impersonate you; and

c. your income loss sustained following your discovery of the fraudulent communications as
a direct result of the fraudulent communications; and

d. external costs associated with the removal of websites designed to impersonate you.

SECTION H: UNAUTHORIZED USE OF COMPUTER RESOURCES

We agree to reimburse you for loss first discovered by you during the period of the policy as a
direct result of cryptojacking or botnetting.

INSURING CLAUSE 3: SYSTEM DAMAGE AND BUSINESS INTERRUPTION
SECTION A: SYSTEM DAMAGE AND RECTIFICATION COSTS

We agree to reimburse you for the additional cost of employing:

a. contract staff or overtime costs for employees to rebuild your data, including the cost of
data re-entry or data re-creation;

b. specialist consultants, including IT forensic consultants, to recover your data or
applications; and

c. specialist consultants or overtime costs for employees working within your IT department
to reconstitute your computer systems to the position they were in immediately prior to
the cyber event;

reasonably and necessarily incurred as a direct result of a cyber event first discovered by you
during the period of the policy.

SECTION B: INCOME LOSS AND EXTRA EXPENSE

We agree to reimburse you for your income loss and extra expense during the indemnity period
as a direct result of an interruption to your business operations caused by computer systems
downtime arising directly out of a cyber event or system failure which is first discovered by you
during the period of the policy, provided that the computer systems downtime lasts longer than
the waiting period.

SECTION C: ADDITIONAL EXTRA EXPENSE

We agree to reimburse you for any reasonable sums necessarily incurred during the indemnity
period that are in addition to your normal operating expenses and the extra expense recoverable
under INSURING CLAUSE 3 (SECTION B only):

a. to source your products or services from alternative sources in order to meet contractual
obligations to supply your customers;

b. to employ contract staff or overtime costs for employees in order to continue your
business operations;
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c. to employ specialist consultants, including IT forensic consultants to diagnose the source
of the computer systems downtime; and

d. for employees working overtime within your IT department to diagnose and fix the source
of the computer systems downtime;

to mitigate an interruption to your business operations caused by computer systems downtime
arising directly out of a cyber event or system failure which is first discovered by you during the
period of the policy, provided that the computer systems downtime lasts longer than the waiting
period.

SECTION D: DEPENDENT BUSINESS INTERRUPTION

We agree to reimburse you for your income loss and extra expense sustained during the
indemnity period as a direct result of an interruption to your business operations arising directly
out of any sudden, unexpected and continuous outage of computer systems used directly by a
supply chain partner which is first discovered by you during the period of the policy, provided
that the computer systems downtime lasts longer than the waiting period and arises directly out
of any cyber event or system failure.

SECTION E: CONSEQUENTIAL REPUTATIONAL HARM

We agree to reimburse you for your income loss sustained during the reputational harm period
as a direct result of the loss of current or future customers caused by damage to your reputation
as a result of a cyber event first discovered by you during the period of the policy.

SECTION F: CLAIM PREPARATION COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred to determine the
amount of your income loss sustained following an interruption to your business operations
covered under INSURING CLAUSE 3 (SECTIONS A, B. C, D and E only). We will only pay these costs
where they are incurred with an independent expert appointed by the cyber incident manager.

SECTION G: HARDWARE REPLACEMENT COSTS

We agree to pay on your behalf any reasonably sums necessarily incurred to replace any
computer hardware or tangible equipment forming part of your computer systems that have
been damaged as a direct result of a cyber event first discovered by you during the period of the
policy, provided that replacing the computer hardware or tangible equipment is a more time
efficient and cost effective solution than installing new firmware or software onto your existing
hardware.

INSURING CLAUSE 4: NETWORK SECURITY & PRIVACY LIABILITY
SECTION A: NETWORK SECURITY LIABILITY

We agree to pay on your behalf all sums which you become legally obliged to pay (including the
establishment of any consumer redress fund and associated expenses) as a result of any claim

arising out of a cyber event first discovered by you during the period of the policy that results in:
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a. the transmission of malware to a third party's computer system;

b. your computer systems being used to carry out a denial of service attack;

c. your failure to prevent unauthorized access to information stored or applications hosted
on your computer systems or a third party's computer systems; and

d. identity theft, experienced by your employees, senior executive officers or any third party.

We will also pay costs and expenses on your behalf,

SECTION B: PRIVACY LIABILITY

We agree to pay on your behalf all sums which you become legally obliged to pay (including the
establishment of any consumer redress fund and associated expenses) as a result of any claim

arising out of a cyber event first discovered by you during the period of the policy that results in:

a. an actual or suspected disclosure of or unauthorized access to any Personally Identifiable
Information (PII}, including payment card information or Protected Health Information
(PHI);

b. your failure to adequately warn affected individuals of a privacy breach, including the
failure to provide a data breach notification in a timely manner;

c. a breach of any rights of confidentiality as a direct result of your failure to maintain the
confidentiality of any data pertaining to an employee or a senior executive officer;

d. a breach of any rights of confidentiality, including a breach of any provisions of a non-
disclosure agreement or breach of a contractual warranty relating to the confidentiality of
commercial information, PH, or PHI,

e. a breach of any part of your privacy policy; or

f. actual or suspected disclosure of or unauthorized access to your data or data for which

you are responsible.
We will also pay costs and expenses on your behalf.

SECTION C: MANAGEMENT LIABILITY

We agree to pay on behalf of any senior executive officer all sums they become legally obliged to
pay as a result of any claim made against them arising directly out of a cyber event first
discovered by you during the period of the policy.

We will also pay costs and expenses on behalf of your senior executive officers.

However, we will not make any payment under this Section for which the senior executive officer
is entitled to indemnity under any other insurance, except for any additional sum which is
payable over and above the other insurance.

SECTION D: REGULATORY FINES

We agree to pay on your behalf any fines and penalties resulting from a regulatory investigation
arising as a direct result of a cyber event first discovered by you during the period of the policy.
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We will also pay costs and expenses on your behalf.

SECTION E: PCI FINES, PENALTIES AND ASSESSMENTS

We agree to pay on your behalf any fines, penalties and card brand assessments including fraud
recoveries, operational reimbursements, non-cooperation costs and case management fees
which you become legally obliged to pay your acquiring bank or payment processor as a direct
result of a payment card breach first discovered by you during the period of the policy.

We will also pay costs and expenses on your behalf.

INSURING CLAUSE 5: MEDIA LIABILITY
SECTION A: DEFAMATION

We agree to pay on your behalf all sums which you become legally obliged to pay (including
liability for claimants' costs and expenses) as a result of any claim first made against you during
the period of the policy for any:

a. defamation, including but not limited to libel, slander, trade libel, product disparagement
and injurious falsehood; or

b. emotional distress or outrage based on harm to the character or reputation of any person
or entity;

arising out of any media content.
We will also pay costs and expenses on your behalf.

SECTION B: INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT

We agree to pay on your behalf ail sums which you become legally obliged to pay (including
liability for claimants' costs and expenses) as a result of any claim first made against you during
the period of the policy for any:

a. infringement of any intellectual property rights, including, but not limited to, copyright,
trademark, trade dilution, trade dress, commercial rights, design rights, domain name
rights, image rights, moral rights, service mark or service name, but not including patent;

b. act of passing-off, piracy or plagiarism or any misappropriation of content, concepts,
format rights or ideas or breach of a contractual warranty relating to intellectual property
rights;

c. breach of any intellectual property rights license acquired by you; or

d. failure to attribute authorship or provide credit;

arising out of any media content.

We will also pay costs and expenses on your behalf,
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INSURING CLAUSE 6: TECHNOLOGY ERRORS AND OMISSIONS

We agree to pay on your behalf all sums which you become legally obliged to pay (including
liability for claimants' costs and expenses) as a result of any claim first made against you during
the period of the policy arising out of any act, error, omission or breach of contract in the
provision of your technology services.

We will also pay costs and expenses on your behalf.

INSURING CLAUSE 7: COURT ATTENDANCE COSTS

We agree to reimburse you for any reasonable sums necessarily incurred by you with our prior
written agreement (which will not be unreasonably withheld) to attend court or any tribunal,
arbitration, adjudication, mediation or other hearing in connection with any claim for which you
are entitled to indemnity under this Policy.

HOW MUCH WE WILL PAY

YOUR MAXIMUM LIMITS UNDER THIS POLICY

The maximum amount payable by us under this Policy for any one claim or series of related

claims is the policy limit plus the incident response limit.

The maximum amount payable by us under any Insuring Clause for any one claim or series of

related claims is the amount shown as the limit in the Declarations page for that Insuring Clause.

The maximum amount payable by us under any Section for any one claim or series of related

claims is the amount shown as the limit in the Declarations page for that Section.
YOUR MAXIMUM LIMIT FOR RELATED INCIDENTS

Where more than one claim arises from the same original cause or single source or event, all of
those claims will be deemed to be one claim and only one policy limit and one incident response
limit will apply in respect of that claim.

In the event that cover is provided under multiple Insuring Clauses or multiple Sections for any

one claim, only one policy limit and one incident response limit will apply in total for that claim.
YOUR AGGREGATE LIMIT FOR LIABILITY CLAIMS

In respect of INSURING CLAUSES 4, 5 6 and 7, the maximum amount payable under this Policy in
total aggregate will be the policy limit.

In respect of INSURING CLAUSES 4, 5, 6 and 7, we may at any time pay to you in connection with
any claim the amount of the policy limit (after deduction of any amounts already paid). Upon
that payment being made we will relinquish the conduct and control of the claim and be under
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no further liability in connection with that claim except for the payment of costs and expenses
incurred prior to the date of such payment (untess the policy limit is stated to be inclusive of
costs and expenses).

If costs and expenses are stated in the Declarations page to be in addition to the policy limit plus
the incident response limit, or if the operation of local laws require costs and expenses to be paid
in addition to the policy limit plus the incident response limit, and if a damages payment in
excess of the policy limit plus the incident response limit has to be made to dispose of any claim,
our liability for costs and expenses will be in the same proportion as the policy limit plus the
incident response limit bears to the total amount of the damages payment.

YOUR DEDUCTIBLE

We will only be liable for that part of each and every claim which exceeds the amount of the
deductible. If any expenditure is incurred by us which falls within the amount of the deductible,

then you will reimburse that amount to us upon our request.

Where more than one claim arises from the same original cause or single source or event all of

those claims will be deemed to be one claim and only one deductible will apply.

In respect of INSURING CLAUSE 3 (SECTION B and D only), a single waiting period, deductible
and indemnity period will apply to each claim. Where the same original cause or single source or
event causes more than one period of computer systems downtime these will be considered one
period of computer systems downtime whose total duration is equal to the cumulative duration

of each individual period of computer systems downtime.

Where cover is provided under multiple Sections or multiple tnsuring Clauses only one
deductible will apply to that claim and this will be the highest deductible of the Sections under
which cover is provided.

DEFINITIONS

1. "Approved claims panel providers" means

the approved claims panel providers stated in the Declarations page.

2. "Botnetting" means
the unauthorized use of your computer systems by a third party for the purpose of launching

a denial of service attack or hacking attack against another third party.

3. "Business operations" means

the business operations stated in the Declarations page.
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"Claim" means
a. a written demand for compensation;
b. a written request for a retraction or a correction;
c. a threat or initiation of a lawsuit; or

d. a disciplinary action or regulatory investigation.

made against you.

. "Client" means

any third party with whom you have a contract in place for the supply of your business

services in return for a fee, or where a fee would normally be expected to be paid.

. "Company" means

the company named as the Insured in the Declarations page or any subsidiary.

. "Computer systems" means

all electronic computers used directly by you, including operating systems, software,
hardware and all communication and open system networks and any data or websites
wheresoever hosted, off-line media libraries and data back-ups and mobile devices inciuding

but not limited to smartphones, iPhones, tablets or personal digital assistants.

. "Continuity date" means

the inception date or if you have maintained uninterrupted insurance of the same type with
us, the date this insurance was first incepted with us.

. "Costs and expenses" means

a. third party legal and professional expenses (including disbursements) reasonably
incurred in the defense of claims or circumstances which could reasonably be
expected to give rise to a claim or in quashing or challenging the scope of any
injunction, subpoena or witness summons;

b. any post judgment interest; and

c. the cost of appeal, attachment and similar bonds including bail and penal bonds.

Subject to all costs and expenses being incurred with the cyber incident manager's prior
written agreement.

"Cryptojacking" means

the unauthorized use of your computer systems by a third party for the sole purpose of
cryptocurrency mining activities.
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1.

12.

13.

14.

15.

16.

18.

19.

20.

"Cyber event" means

any actual or suspected unauthorized system access, electronic attack or privacy breach,
including denial of service attack, cyber terrorism, hacking attack, Trojan horse, phishing
attack, man-in-the-middle attack, application-layer attack, compromised key attack, malware

infection (including spyware or Ransomware) or computer virus.
Cyber event does not mean system failure.

"Cyber incident manager" means

the company or individual named as the cyber incident manager in the Declarations page.

"Cyber incident response line" means

the telephone number stated as the cyber incident response line in the Declarations page.

"Deductible" means

the amount stated as the deductible in the Declarations page.

"Employee" means

any employee of the company, any volunteer working for the company and any individual

working for the company as an independent contractor.
"Employee" does not mean any senior executive officer.

"Expiry date" means

the expiry date stated in the Declarations page.

"Extra expense" means

your reasonable sums necessarily incurred in addition to your normal operating expenses to
mitigate an interruption to and continue your business operations, provided that the costs are
less than your expected income loss sustained had these measures not been taken.

“Inception date" means

the inception date stated in the Declarations page.

“Incident response limit" means

the highest individual limit available where cover is applicable under INSURING CLAUSE 1 as
stated in the Declarations page.

"Income loss" means

your income that, had the cyber event or system failure which gave rise to the claim not
occurred, would have been generated directly from your business operations {less sales tax)
during the indemnity period or reputational harm period, less:
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a. actual income (less sales tax) generated directly from your business operations during
the indemnity period or reputational harm period; and
b. any cost savings achieved as a direct result of the reduction in income.
"Indemnity period" means

the period starting from the first occurrence of:

a. the computer systems downtime; or

b. the downtime of computer systems used directly by a supply chain partner;
and lasting for the period stated as the indemnity period in the Declarations page.

"L.oss" means

any direct financial loss sustained by the company.

"Media content" means

any content created or disseminated by you or on your behalf, including but not limited to
content disseminated through books, magazines, brochures, social media, billboards,

websites, mobile applications, television and radio.
'Media content" does not include any:

. tangible product design;

. industrial design;

. architectural or building services;

. any advertisement created by you for a third party;
. business, company, product or trading name;

. product packaging or labeling; or
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. software products.

"Payment card breach" means

an actual or suspected unauthorized disclosure of payment card data stored or processed by
you arising out of an electronic attack, accidental disclosure or the deliberate actions of a
rogue employee.

"Payment card breach" does not mean a situation where payment card data is deliberately
shared with or sold to a third party with the knowledge and consent of a senior executive
officer.

"Period of the policy" means

the period between the inception date and the expiry date or until the Policy is canceled in
accordance with CONDITION 5
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27.

28.

29.

30.

31.

32.

33.

34.

"Policy limit" means

the highest individual limit available where cover is applicable under any Insuring Clause or

Section as stated in the Declarations page.

"Premium" means

the amount stated as the premium in the Declarations page and any subsequent
adjustments.

"Privacy breach" means

an actual or suspected unauthorized disclosure of information arising out of an electronic
attack, accidental disclosure, theft or the deliberate actions of a rogue employee or third
party.

"Privacy breach" does not mean a situation where information is deliberately shared with or

sold to a third party with the knowledge and consent of a senior executive officer.

"Regulatory investigation" means

a formal hearing, official investigation, examination, inquiry, legal action or any other similar
proceeding initiated by a governmental, regulatory, law enforcement, professional or
statutory body against you.

"Reputational harm period" means

the period starting from when the cyber event is first discovered and lasting for the period

stated as the reputational harm period in the Declarations page.

“Senior executive officer" means

board members, C-level executives, in-house lawyers and risk managers of the company.

"Subsidiary" means

any entity in which the company has majority ownership of on or before the inception date.

"Supply chain partner" means

any:

a. third party that provides you with hosted computing services including infrastructure,
platform, file storage and application level services; or

b. third party listed as a supply chain partner in an endorsement attaching to this policy
which we have issued.

"System failure" means

any sudden, unexpected and continuous downtime of your computer systems which renders
them incapable of supporting their normal business function and is caused by an application
bug, an internal network failure or hardware failure.
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